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DISASTER Prototype And Use Case Development — Aircraft Crash Deliverable D6.3.2

Abstract

This document is a deliverable of project 285069, DISASTER, jointly funded by the European Union
Seventh Framework Programme (FP7). The report is concerned with expressing the design parameters and
constraints arising from the target use case scenario, and so provides guidance for the actual “prototype”
deliverable, Proof Of Concept testing planned for realistic validation in a planned exercise (V2 focuses on
the second PoC, Aircraft Crash Scenario PoC Test, at Schiphol Airport, The Netherlands — scheduled for
October 2013).

The target scenario (Airport Crash / Air Cargo Risks) is highly relevant to the technical objectives of the
project because it offers opportunity for demonstration of interoperability between several emergency
management systems, and between several different organisations that seek improved interoperability. The
scenario is also relevant since every country has a major airport that can benefit form the same solution,
demonstrating the wider EU added value of the DISASTER project.

The content of this report was produced in preparation for the target Proof Of Concept test and is delivered
after its completion, according to the work-plan original schedule. Therefore, some of the report is in future
tense.
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Executive summary

The report (D6.3.2) of the FP7 project DISASTER, defines the use case scenario for the inter-organisational
interoperability testing of software products produced in the DISASTER project, along with the definition of
the stakeholder organisations, and the general arrangements for the planned test event. The participants and
their roles are described along with the general details of the location and the technical setup to the tested.
The Schiphol Aircraft Crash Scenario will involve Airport, Fire Brigades, Customs Control, Air Cargo
Management, Secure Communications Provider, and other stakeholders, and will be executed in October
2013. The detailed definition of the validation exercise set up and execution will be reported in D6.4, and
will be based on elaboration of the definitions and parameters provided in this report.

The treatment of evaluation results arising from the proof of concept demonstrations (D6.5) will then provide
final guidance on integration of functionality to support the wider European exploitation.

The target scenario (Airport Crash / Air Cargo Risks) is highly relevant to the technical objectives of the
project because it offers opportunity for demonstration of interoperability between several emergency
management systems, and between several different organisations who seek improved interoperability. The
scenario is also relevant since every country has a major airport that can benefit form the same solution,
demonstrating the wider EU added value of the DISASTER project.

Figure 1 Illustration of Target Airfield Use-Case Crash Scenario

n.b. The source content of this report was produced by the project partners during 2013 in preparation for
the second phase proof of concept testing in October 2013. The report is compiled and released in its final
form in December 2013 / January 2014 in line with the project-reporting schedule. Images relating to the
exercise are provided to support understanding of the planning — the report detailing the final form of the
exercise and its conduct is provided in D6.4, with results reported in D6.5.
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Abbreviations

EMS: Emergency Management System

ERR: Emergency response room

GIS: Geographic Information Systems

IATA: International Air Transport Association
KML: Keyhole Markup Language

LCMS: Landelijke Crisis Management System
PoC: Proof of Concept

WEFS: Web Feature Service

WMS: Web Map Service

285069 Page 7 of 20



DISASTER Prototype And Use Case Development — Aircraft Crash Deliverable D6.3.2

Definitions

EMERGEL.: The ontology used by DISASTER that contains all the common knowledge and concept
related to emergencies and the stakeholders involved in a crisis situation.
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1 Introduction

The project DISASTER is a European collaborative project funded by the European Commission DG
Enterprise and FP7 to enable development of a middleware platform and ontology designed to allow
interoperability of emergency management systems (EMS), while leaving Regional and National policies,
practices and IT systems (legacy) able to evolve at their own pace. The intended working prototype will be
designed to support exchange of EMS data by automatically translating content such as map symbols and
associated terminology for use by different EMS linked via the middleware platform. It will do so by making
such data available in a format and in a manner supportive of integration with EMS and collaborating
systems during crisis management.

In support of that global objective, this report sets out to briefly share understanding of the historical basis
for the Air Crash scenario and the user needs evident there, and then to summarise the proposed use case
scenario (see D6.2 for full technical details). Description is then provided of the stakeholders, their concerns
and specific needs, as well as the planned proof of concept test event, along with its outline technical
deployment and setup.

Figure 2 VRK Integrated Control Room (Police, Fire, Ambulance, etc.)
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2 Use Case — The Schiphol Aircraft Crash

The Air Crash use case is used in the DISASTER project to provide a realistic test situation based on a
historic appreciation of needs for interoperability based on national, inter-organisational, and cross-sectorial
exchange of information relevant to effective crisis management. The planned scenario is designed to
involve the key stakeholders, the technologies on which they depend, and the middleware solutions from
DISASTER to demonstrate the potential for improved interoperability responding to needs.

2.1 Scenario History

An international airport is a very complex organisational organism, dependent on a kind of symbiosis
between very different organisations. The airport authority is a business providing services to air carriers,
including hangars, workshops, cargo handling, passenger management, passenger facilities, integration of
border control, and much more. Within the airport, various other organisations also operate. Customs
regulate the flow of goods across borders, and while they hold information concerning observed movements,
they also depend on obtaining information from others concerning goods and passengers arriving. This kind
of information is under strict control, and so for example, the manifest of an aircraft (declared contents) may
not be known until just before arrival so as to avoid leakage to other parties interested in cargo contents or
passenger identity for improper reasons. In parallel, airlines, travel companies and cargo companies hold
critical business information that may become relevant at time of crisis.

As well as regulation and control of passengers and goods through the airport, there are a number of civil
security activities that are necessary for protection of all. The airport as a transit facility is monitored by large
numbers of cameras to allow identification of internal risks. Similarly, the “airport as a commercial hub” is
monitored by cameras that ensure airfield, hangar, baggage, and workshop areas can be subject to visual
monitoring when necessary.

Working within this complex arena, airport security and airport fire services operate to ensure preparedness
for, and response to, critical incidents of any kind. They are a key aspect of what is, in the case of Schiphol,
essentially a small city having hotels, transport, catering, management, and services for the many thousands
who pass through each day. The independence of the many organisations is essential from a commercial
perspective, and yet collaboration may be required in special circumstances.

Figure 3 Historic Example — Polder crash 2009

The polder crash of 2009 was an incident whereby a Turkish Airlines flight descended too quickly and
impacted in the polder adjacent to the airport. The area had very soft ground and was not easily accessible to
responders. The airport fire services had heavy trucks, design for speed on runways, and these did not
progress well on soft ground. At the same time, the regional fire services, alerted by the airport, had to find
routes to a remote off-road location where even their vehicles had difficulties. However, local people with
off-road vehicles and farmers with tractors can move more easily on soft ground. By the time the first
responders arrived, 120 injured people had been assisted by around 27 citizens, and only 7 people were still
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trapped. The self-reliance in Dutch society is admirable, but responders had problems finding out where all
passengers were because citizens simply help, but do not record what has been done. Fire services, police
and ambulance were then faced with further difficulties. Acquiring a passenger list from a foreign airline
proved to be very difficult for a number of reasons, many of which were originally designed to make
passengers secure. Of equal and possibly greater importance, the fire services had no easy way to acquire the
cargo manifest for the stricken plane. This is communicated electronically by the captain to the customs just
before arrival, and is the only way to know if an aircraft contains dangerous materials in a situation where
outbreak of fire, or leakage of contaminants is possible. Only around 20% or aircraft are purely passenger
(e.g. package tours), and while another 20% are cargo only, the remainder are mixed as in this case, and so
dealing with passenger problems and cargo issues at the same time is always a possibility.

Review of the polder crash showed that actions were delayed by several features: problems accessing
passenger list; problems in accessing cargo inventory; problems for overall control room (MICK)
establishing complete common operational picture (COP). If the incident had been purely within VRK
jurisdiction the COP would have been complete, but addition of responders from the airport and other
regions added complexity. If the incident had been on the airfield, then perhaps it would have been easier for
airport-side fire services to obtain customs information concerning cargo. However, in both alternative cases
it would not have been routine, as was noted in numerous official debates. A general need to improve
exchange of information during complex crisis situations was identified. The need for inter-organisational
interoperability is now a major focus for discussion.

The target scenario is highly relevant to the technical objectives of the project because it offers opportunity
for demonstration of interoperability between several emergency management systems, and between several
different organisations who seek improved interoperability. The scenario is also relevant since every country
has a major airport that can benefit form the same solution, demonstrating the wider EU added value of the
DISASTER project.

2.2 Stakeholder Organisations

The concerns of the stakeholders are derived from the preceding consideration of a use case scenario and
various histories exposing needs to improve information exchange. In the intended test scenario, as described
in the preceding sections, the key stakeholders mentioned here demonstrate specific interests and needs in
relation to the planned test scenario.

2.2.1 Stakeholder Group - General

VRK, along with their security partners in the Airport Authority, Customs, and cargo Handling, want to see a
realistic demonstration whereby the information supporting commander decision-making and fire-fighter
activities is exchanged between the various systems in use. The test scenario should be at Schiphol, under
realistic conditions, involving staff and equipment as might be deployed in a real case, and using the
DISAASTER middleware to show real exchange of information under secure and pre-defined circumstances.

2.2.2 Veiligheidsregio Kennemerland (VRK), The Netherlands

VRK have a range of concerns in this use case:
- MICK is the centralised control room, and this centre coordinates all operations, so needs complete

information about:
0 Incident location related to national reference system (not ‘Hangar X’ but a specific
location)
o Airplane information (Type and specifications for emergency handling)
0 Cargo information (IATA handling codes)
o Specified cargo information (exactly what substance and how much of it is present)
- COPI is the Silver level mobile on-site command post and needs all of the above information, where
relevant added to LCMS (Landelijke Crisis Management System) displays updated by MICK.
- Bronze level teams need the relevant LCMS data extracted and delivered as hand held tablet info
(responders on foot), or as on-board vehicle display info (responders in vehicle) etc. as appropriate.
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2.2.3 Studio Veiligheid, The Netherlands

Studio Veiligheid are a national level agency supporting responders in exploiting new technologies for
increased security, and are concerned to see that the manner of information exchange appears able to support
all responder needs as identified in national level discussion.

2.2.4 Municipal Region Kennemerland, The Netherlands

The municipality is, via its Mayor, responsible for forming its regional safety commission and providing
leadership during crisis. Based on its experience in the polder crash, the municipality is keen to observe that
technology solutions can be deployed to allow collaboration between stakeholder so as to ensure public
safety. They wish to observe how fire service first responders react to new technology usage, and to better
understand how it could become incorporated into future improvements of security service capacity for
greater societal resilience

2.25 Schiphol Airport Authority, The Netherlands

The airport authority seek to understand how new technology solutions can ensure exchange of information
between key actors in crisis management, and specifically to observe how 1) Air Traffic Control and 2) The
Airport Tower control room can deliver essential information to responders within the new scenarios
(middleware-based interoperability).

2.2.6 Schiphol Air Cargo, The Netherlands
The operators of Schiphol Air Cargo seek to understand how cargo information can be made available during

crisis under secure and selective conditions to ensure that public safety is maximised while cargo client
security and confidentiality are preserved as much as possible.

Figure 4 Mick observing locations during a crisis
2.2.7 Schiphol Fire Service, The Netherlands

The Airport Fire Service control room want to understand how information systems can be supported to
exchange critical information via a trusted third party without disruption of legacy systems. They wish to
participate and observe a realistic exercise at Schiphol showing practically how this can be achieved.

2.2.8 Schiphol Customs Control, The Netherlands

Customs control recognize the need to suppesponders in future witltargo information (based on IATA
handling codes) and the need to assist fire fighters by ensuring they know the specific cargo type and
quantity where it is relevant to ensuring public safety. They seek to participate in a realistic test where
exchange of this kind of information can be shown to be both secure and practical.
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2.3 Planned Scenario General Description

Based on the features of the use case summarised here (see D6.2 for detail), the project partners plan to
conduct a realistic proof-of-concept test (PoC Test) whereby a crash incident at Schiphol Airport is used as
the focus for inter-organisational exchange of data via the DISASTER middleware platform (interoperability
in crisis).

Figure 5 Illustration of Scenario For DISASTER Testing

The above figure illustrates the current target scenario outline to be developed and detailed in D6.4. An
aircraft has suffered brake failure and has crashed into a hanger containing a significant number of people.
The fire services are alerted and respond, supported by the key stakeholders at Schiphol.

The primary intention here is that the DISASTER middleware will be shown to allow interoperability
through exchange of information between several systems as identified earlier.

The event will be staged such that all responders, line commanders, stakeholder information providers and
other support will be active in real time. The LCMS system (national crisis management system) will be
shown to receive and display information from the several identified sources, and will make it available to
responders in different conditions, using different access methods (COPI main display, in-vehicle display,
on-foot personnel hand held tablet, etc. as required by the incident).

2.4 Proof Of Concept Planned Test Event — General Description

The Proof Of Concept prototype test event is to be conducted in October 2013 and is to be located within
Schiphol Airport, The Netherlands. The test is planned as a special exercise in concert with the stakeholders
identified here who will be active participants.

The crash incident will be simulated by having a real passenger aircraft parked against a hangar as if crashed.
The hangar will contain a large number of people to be “impacted” by the incident.
The plane will have a passenger allocation and a cargo allocation reflecting real and typical usage.

A crash incident will be declared via the normal alarm procedures and the first responder vehicles and
personnel will be deployed as per standard operating procedures. All vehicles and staff with transponders
fitted will appear on LCMS maps automatically.

Information will be exchanged between stakeholder systems according to a pre-arranged set of protocols
designed to reflect an imagined future interoperability arrangement.
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Knowledge acquired through the above exchanges will allow enrichment of the common operational picture
(COP) by the MICK and CIO’s involved — thus enriching the CMS display, supported by other exchanges
(responders on radio etc.) during the incident.

An evaluation procedure will be designed against a planned event sequence to ensure that all exchanges are
tracked and logged.

Evaluators will be deployed to sit alongside commanders, controllers and active responder personnel in the
field, and these evaluators will collect evaluation data according to the process definition in the evaluation
plan (to be detailed in D6.4).

Commanders will be allowed to continually make adjustments to personnel and vehicle position data in the
EMS within the parameters of their normal exercise activities, and both they and the DISASTER project
team will be able to continually observe activities via an enriched display, as will observers from all
stakeholders.

The above arrangements will be defined in complete detail in support of the exercise event (schedules,
protocols, personnel, equipment, cameras, recordings, evaluation etc.). This will be fully reported in D6.4.

2.5 Technical Deployment And Setup

The technologies to be used in the Air Cargo PoC use case demonstration are fully developed and their
technical details are provided in D6.2. The summary included here provides the basis for the complete setup
and execution plan described in deliverable D6.4.

251 LCMS Viewer

LCMS Viewer has already been used in the previous Border Fire proof of concept, and the summary
provided here is in common with that in deliverable D6.31.

LCMS is an EMS (Emergency Management System) used by 20 of the 25 public safety and security regional
authorities in Netherlands. It can be regarded as the National EMS for The Netherlands. At operational level
there is a single national communication network for police, fire brigades and the first responder teams.

LCMS Viewer provides a specific interface for each emergency role and makes a link with the central
database of Emergency Response Room (ERR) systems. It also provides a reporting tool where all activities
during an incident are logged.

A first step to use LCMS Viewer is logging in the application with valid credentials (available from
CrisisPlein ). Once logged, a new incident (activity) can be created by a first responder. It is needed to
specify the name of incident, time, date and regions involved (Figure 6).

! https://oefen-lcms.crisisplein.info/cedric/
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Figure 6. Creating new incident using LCMS

DISASTER provides the capability for joint use from several countries despite each of them having their
own data representation scheme. The target language is specified when DISASTER is to be used, and a set of
URLs are provided which identify each language. This set of URLs specify the geographic information
server as are required by any WFS (Web Feature Server) / WMS (Web Map Server), and so first responders
must choose a specific URL according to their target language. EMERGEL is the ontology used to carry out
and translate the concepts for each of the required mediations, regardless of the origin and target languages.
Figure 7 shows a working example employing geospatial information contained in a WMS. The DISASTER
URL contains a “MediatorDutch” string showing that mediation will use “Dutch” as the translated language,
and icons obtained by EMERGEL will be displayed in the common Dutch format:

WA J K \/ 4
r:%rnrmutﬁm = m

LCMS Viewer L JRORIORY = =
Geladen vanuit activiteit 12-Vooralarm groot (grip 3) (geen lagen beschikbaar)

Gepubliceerd.
Geen WMS-servers gepubliceerd

Zelf invoeren:

disaster.treelogic.com:8989%/axis2/servicegediatorD utch/fapService?mediation=wf

HARDER HI

Xeewolde,

Ermglo

BURGERVEEN o

Figure 7 LCMS Viewer working as WMS standard system

Once the URL has been accepted by LCMS Viewer, the whole geospatial information contained in the WMS
server is displayed in a window. Selecting the desired checkboxes, LCMS Viewer will receive the specific
geographic information contained in the server, and will represent it by PNG files used in map layers.

285069
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2.5.2 LCMS Plot

LCMS Plot is an extension tool provided by LCMS. The main goal of this tool to draw icons on a map in
order to define an operational picture. Such information can then be shared with the users of LCMS Viewer.

Most Dutch emergency units are using LCMS software as their official EMS. LCMS Plot is the LCMS
component that allows users to create an operational picture map. It provides a specific interface for each
emergency role, defining different roles, activities and permissions at strategic, tactical and operational level.
In order to use LCMS Plot, it is necessary to download the software from the CrisisPlein > website.

Once the software has been downloaded and installed, a first responder user is able to draw an incident,
placing Dutch icons, lines, polygons, circles and text labels over the map. Using the “Publish” button placed
on the upper menu, a first responder is able to export the geospatial information and make it visible from
LCMS Viewer. The format of the exported data is a ZIP file, which contains one XML file for each shape
placed over the map. This format is an LCMS standard, and so is only understandable by LCMS Viewer.
Fort this reason, DISASTER provides a solution to transform the data into SHP, in order to standardize the
information and make it available to any WFS / WMS. A Mediator-Output has been developed for this task,
and so when the Mediator detects that new data has been exported by LCMS Plotter, it starts a new
transformation process. Mediator uses the “LCMSXML2SHP” DISASTER component in order to transform
the data into SHP. Once transformation has been completed, Mediator executes a last step uploading the SHP
to DISASTER Core. Now, the geospatial information is available from LCMS Viewer and any WFS / WMS.
Figure 8 Mediator Output (LCMS) workflow shows the described process:

ERRERED
Q0P
= e B D Cavaner

—
- |

LCMS Plotter
Figure 8 Mediator Output (LCMS) workflow

To integrate the DISASTER solution in LCMS Plot it is necessary to execute a configuration. Before starting
the drawing of the incident, first responders must open the “Kaart Instellingen” option placed on the upper
menu. Once it has been open, the component LCMSXML2SHP, (identified by URL?), must be placed in the
“Publiceer (KML)” input text (Figure 9 LCMS Plot configuration):

2 https://oefen-lcms.crisisplein.info/cedric/
® http://disaster.treelogic.com:8989/LCMSPublisher
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[ Directory/archive E]
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& |13 /13 oV POL http: /faissr...
G /63 yMC2 - Glob... |http:/fgwel...
1 o /0 http:/fgis.h...
1 o /D http://fnede...

RS5-Aanbieder:

[ Enable web-caching:

Publiceer (KML):

https: /foefen-cms. crisisplein.info fcedric/msgsfeeds

http://tol. han-dataport.nly TOL -wms-cache fzerviet/TeamCnLine

tip: /fdisaster. treelogic, com: 8989 /LCMSPublisher,

[C] Georss: Enable  Server Feeds  URL
[ |I'|ttp:_:'_:1c--:a|hc-st:SIIISIII_:TOL-. . | |http:_."_.'lc--:alhc-st:SIIISIII_:TOL-. .
L
L
L
Ll
[ Gps: |
L
- |
Object-gegevens: http: ffveww-02. han-datapert.nl/TOL-gba/servietyTeamOnLine adfll |
Object-categorieén: http: fjwww-02. han-dataport.nl/symbols fobp. xml -
| Enable local caching: C:\Users'operador\appDataiLocal {Tempitol-map-... 50 MB

Cancel

Lo ]

Figure 9 LCMS Plot configuration

Once the configuration process has been done, the whole geospatial data exported by LCMS Plot will be
processed in DISASTER Core, and DISASTER will then be able to serve the data in several formats,
according to the viewer which requests the data.

253 Air Cargo Web Application (ACWA)

Air Cargo Web Application is a WFS viewer. It is used by first responders to display the incident
information. This application is optimized to be used on tablets but it can also be shown on any other device
with a web browser, such as Google Chrome, Mozilla Firefox, Internet Explorer, etc. It was developed by the
DISASTER project to provide the first responders with an application to allow them to visualize incident
information in the required way.

The development of the Air Cargo Web App (ACWA) has also been designed to demonstrate DISASTER
interoperability and visualization of the information coming from LCMS Plot in more than one viewer
(LCMS Viewer and ACWA). This is made possible by DISASTER components (LCMSXML2SHP) that
transform the geospatial data that comes from LCMS Plot into a standard-format (SHP). Once it has been
transformed, DISASTER is able to serve the geographic data in several geospatial standards, according to the
type of the viewer (WFS / WMS).

Using ACWA, a first responder is able to use this application and visualize (in real-time) the whole incident
information placed in the LCMS Plot. It is necessary to specify a Flight ID in a text-input on the upper menu,
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in order to visualize the specific details for the flight. Figure 10 Air Cargo Web Application shows the cargo
of a specific plane.

EMERGEL provides a scheme to categorize the different IATA codes relating to potentially dangerous
materials. In this way, it is possible to show a graphical description to each IATA code.

By clicking on the blue buttons it is possible to get extra information according to the buttons title (People,
Airplane, IATA codes).

IATA Details of Incident

lata Code

EXPLOSIVES 136G

MUNITIONS OF WAR

FLAMMABLE COMPRESSED GAS

FLAMMABLE LIQUID

FLAMMABLE SOUD

BN R = -
\ =
P < _ . 4
N i v
o &’
v, <

Lay'ers for this incident:

¥ AirCargo_HV989 IncidentLocation t7_2013-10-30_12-03-33 =

Figure 10 Air Cargo Web Application (ACWA)jError! No se encuentra el origen de la referencia.
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3 Next Steps — Exercise Detailing
The introduction of this report mentioned stakeholders to be involved in the final detailing of the exercise to
be conducted in October 2013.

VRK and TREE Logic will work in collaboration with the Airport Authority, Customs and Airport Fire
Services to determine all aspects of the exercise including the information exchanges to be supported, the
personnel to be involved, the vehicles to be deployed, and the roles of observers and evaluators.

91 Personnel:
0o Gold Level
o Silver Level
o Bronze Level
1 Locations:
o Schiphol Airport Hanger
o Aircraft to be involved
o Control rooms (Tower, Customs, Airport Control, MICK)
9 Support Staff:
0 Observers
o Evaluators
Vehicles:
1 COPI (1) — Major Mobile Command Post (for Gold level)
1 COPI (2) — Group Mobile Command Post (Silver Level)
9 Fire Tenders — A selection of airport fire tenders and support vehicles
9 Support Equipment — including communications (in-truck, tablet, etc.)

All above aspects will be finalized with the stakeholder groups in preparation for the exercise and will be
reported in D6.4 (Validation Exercise Setup and Execution).

The data acquired during the exercise will be analyzed, along with results for use case 1 (Border Fire), and
will be reported in D6.5 (Test Results and Analyses).
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